
 

Be safe with your on-line banking and keep your privacy. 

> Delete immediately any emails that claim to come from your Financial 

Institution and request your on-line banking details. 

> Never follow a link in an email to access Internet Banking. 

> Never accept links or redirections from other websites, emails or media for the 

purpose of logging into the on-line banking web site. 

> Always log in directly from your browser and make sure it is via the authorized 

financial institution's site address. 

> Never access the internet without anti-virus, anti-spyware and personal firewall 

systems switched on, to protect your information. 

In the same respect always update the anti-virus, anti-spyware and firewall 

software as recommended by the providers to maintain security. 

> Change your password regularly and in best case scenario use a password 

manager for all your accounts. 

> Avoid using shared computers at public places, such as Internet cafes, to 

conduct your internet banking. By all means if it is necessary to do so, enquire 

about the security present on those computers. 

> Confirm your financial institution is using multi-factor authentication through 

their systems and if there are any transactions you are unfamiliar with or that 

look suspicious contact your financial institution immediately. 

> Use a browser with strong security features like Mozilla Firefox. Familiarize 

and notice the symbols and warnings in your browser's window when you are 

assessing HTTPS secure site. 
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